
tPl;bypUe;J Ntiy nra;tjw;fhd
jfty; ghJfhg;G topfhl;Ljy;fs;
tPl;bypUe;J Ntiy nra;tjw;fhd khw;wj;Jld;> jfty; ghJfhg;G njhlu;ghd mr;RWj;jy;fSk; mjpfupj;Js;sd.

tPl;bypUe;J ghJfhg;ghf Ntiy nra;tjw;F gpd;tUk; nra;a Ntz;ba kw;Wk; nra;a jfhjitfis

jaT nra;J ve;NeuKk; gpd;gw;wTk;.

,dk; njupahj mDg;Gduplk; ,Ue;J tUk; FWe;jfty;fspNyh kpd;dQ;ry;fspNyh cs;s ,izg;Gfis my;yJ njhLg;Gf;fis mOj;Jtjid  
kw;Wk; gjptpwf;fk; nra;tjid jtpu;f;fTk;.

rl;ltpNuhjkhd %d;whk; jug;gpd; mq;fPfupf;fg;glhj nkd;nghUs;fs;> gad;ghl;L nkd;nghUs;fs; kw;Wk; fzpdp tpisahl;Lf;fis gjptpwf;fk;  
nra;tij jtpu;f;fTk;.  

ghJfhg;gw;w tiyj;jsq;fspy; cyhTtij jtpu;f;fTk;. (c+k;: fzpdp tpisahl;Lf;fs;> fpRfpRg;G ,izaj;jsq;fs;> R+jhl;l jsq;fs;> Mghr ,iza-
jsq;fs;) 

ckf;F mYtyf cgNahfj;jpw;fhf jdpg;gl;l kpd;dQ;ry; Kftup toq;fg;gl;bUg;gpd;> mij mYtyf cgNahfj;jpw;F khj;jpuk; gad;gLj;jTk;. 

nfhNuhdh my;yJ ,ytr juTfs; njhlu;ghd kpd;dQ;ry;fis ngWkplj;J mjpftdk; nrYj;jTk;. mit gp\;\pq;(phishing) my;yJ R+o;r;rp(scam) 
jhf;Fjy;fshf ,Uf;fyhk;.  

cq;fsJ fzpdpapy; xU jukhd ed;F mwpag;gl;l toq;FeuplkpUe;J cupkk; ngw;w / rl;lG+u;tkhd er;Repuy; vjpu;g;ghid(antivirus) epWtg;gl;L 
mjid vg;NghJk; GJg;gpj;J itj;jy; Ntz;Lk;.  

vg;nghOJk; njupahj ntspf;fUtpfis(pendrive) gad;gLj;Jtij jtpu;f;fTk;. xU Ntis gad;gLj;jNtz;b Vw;gbd; mjid cq;fs; fzpdpapy; 
cupkk; ngw;w / rl;lG+u;tkhd er;R epuy; vjpu;ghdpd;(antivirus) Clhf gupNrhjpj;J gad;gLj;jTk;.  

,yj;jpudpay; rhjdq;fis gad;gLj;jhj re;ju;g;gq;fspy; flTr;nrhy; ,l;L jhoplTk;(lock) kw;Wk; fzpdpfis gad;gLj;jhtplj;J epWj;jpitf;fTk;. 
ckf;F murhq;fj;jhy; toq;fg;gl;l fUtpfis ghJfhg;gJ cq;fsJ nghWg;ghFk;.  

ckJ mYtyf jfty;fis kiwahf;f(encrypt) Kiwapy; gjpT nra;J mjid td;jl;by;(harddrive) Nrkpg;gjd; Clhf  Fwpj;j rhjdkhdJ 
njhiye;Jtpl;lhy; my;yJ jpUlg;gl;lhy;> Kf;fpakhd ufrpa  jfty;fs; ntspjug;gpdUf;F ntspg;gLj;jg;glhJ vd;gjid ,jd; %yk; cWjp 
nra;ayhk;.  

mYtyf jfty;fis cs;slf;fpa VNjDk; ,yj;jpudpay; fUtpfs; njhiyAkplj;J cldbahf cupa mjpfhupfSf;F mwptpf;fTk;.

rkPgj;jpa jpl;Lfshy; (latest patches) vg;NghJk; GJg;gpj;j epiyapy; (updates) cs;s nkd;nghUs;fs;fis gad;gLj;jTk;. c+k;: ,af;f Kiwik(Oper-
ating System)> itu]; jLg;G(antivirus)> cyhtpfs;(browsers)> Jiz epuy;fs;(add-ons) Nghd;wit.    

mYtyf NtiyfSf;fhf nghJ ,iza ,izg;Gfis gad;gLj;Jtij jtpu;f;fTk;.

md;whl fzpdp NtiyfSf;F epu;thf cupik mw;w gadu; fzf;Ffis gad;gLj;jTk;.  

cq;fSf;F nka;epfu; jdpahu; gpizak; (VPN) Nghd;w mjpfhug;G+u;t ghJfhg;ghd ,izg;G trjp toq;fg;gl;bUe;jhy;> mjid kl;LNk gzp mikg;G-
fSld; ,iztjw;F gad;gLj;jTk;.

cq;fs; epWtdj;jpd; jfty; ghJfhg;G nfhs;iffis gbj;J> Gupe;Jnfhz;L fz;bg;ghf mtw;iw gpd;gw;wTk;. re;Njfk; ,Ue;jhy; cq;fs; 
Nkw;ghu;itahsu; my;yJ Jiw rhu; Nkyjpfhupia mZfTk;.

cq;fs; ,yj;jpudpay; rhjdj;jpy; re;Njfj;jpw;fplkhd VNjDk; ,lk;ngwpd; clNd jfty; njhopEl;g gpuptpw;F / mj;Jiwrhu; Nky; mjpfhupf;F 
njupag;gLj;jTk;.

VNjDk; ghJfhg;G njhlu;ghd gpur;rpidfis cldbahf cq;fs; Nky; mjpfhupf;Fk; kw;Wk; incidents@cert.gov.lk vd;w kpd;dQ;ry; Kftupf;Fk; 
njupag;gLj;jTk;.

,ufrpa jd;ik tha;e;j Mtzq;fis mopf;Fk; NghJ mq;fPfupf;fg;glhj egu;fs; %yk; ifahsg;glhjthW Jz;lhf;fy;(shredding) my;yJ mtw;iw 
rpwpa Jz;Lfshf fpopj;jy; Kiwfis gad;gLj;jTk;.

mYtyf Mtzq;fis gad;gLj;jhjtplj;J flTr;nrhy; ,l;L G+l;b itf;fTk;.

Kf;fpakhd Nfhg;Gfis njhlu;e;J fhg;G gpujpaply;(backup) %yk; ghJfhg;ghd Kiwapy; Nrkpf;fTk;.

midj;J mYtyf juTfs;> jfty;fs; kw;Wk; Nfhg;Gfis mYtyf Nehf;fj;jpw;fhf kl;Lk; gad;gLj;jTk;.

gpwu; jd; flikia epiwNtw;w mtrpakhd juTfs;> jfty;fs; kw;Wk; Nfhg;Gf;fis “njupe;J nfhs;s Ntz;Lk;” vd;w mbg;gilapy; khj;jpuNk 
gfpuTk;.

nghJtiyj;jsq;fspy; kw;Wk; Nrkpg;G jsq;fspy; mYtyfj;jpw;F cupj;jhd jdpj;Jtkhd jfty;fis gfpu;jy; kw;Wk; gjpNtw;wk; nra;tjid  
jtpu;f;fTk;.

cq;fs; vy;yh fUtpfSf;Fk; / gad;ghLfSf;Fk; flTr;nrhw;fis gad;gLj;jTk;. fUtpfis gad;gLj;jhj NghJ flTr;nrhy; ,l;L G+l;b itf;fTk;.

epidtpy; nfhs;sj;jf;f kw;Wk; ,yFtpy; A+fpf;f Kbahj flTr;nrhw;fis nray;gLj;jTk NkYk; vspa flTr;nrhw;fisg; gad;gLj;Jtijj; 
jtpu;f;fTk;. 

$Ljy; ghJfhg;gpw;fhf ,aYkhdtiu ,Ufhuzp cWjpgLj;jy; Kiwikia(two factor authentication) nraw;gLj;jTk;.

fhfpjq;fs; kw;Wk; Fwpg;Gg;Gj;jfq;fspy; flTr;nrhw;fis vOjp itg;gij jtpu;f;fTk;.  

flTr;nrhw;fis mbf;fb khw;wTk;.  

flTr;nrhw;fis kPs;gad;gLj;jiy jtpu;f;fTk; kw;Wk; xNu flTr;nrhy;iy ntt;NtW gadu; fzf;FfSf;F gad;gLj;Jtij jtpu;f;fTk;.

flTr;nrhw;fis  kw;wtu;fSld; gfpu;tij Kw;wpYk; jtpu;f;fTk;. cq;fs; ,iza Mjhur;rhd;Wfis(credentials) gad;gLj;jp nra;ag;gLk; gupkh-
w;wq;fSf;F ePq;fs; kl;LNk nghWg;ghtPu;fs;.

cq;fs; jdpg;gl;l jfty;fis kpd;dQ;ry;> ,izaj;jsq;fs;> r%f Clfj;jsq;fs; kw;Wk; njhiyNgrp miog;Gfs; %yk; gfpu;tij jtpu;f;fTk;.  

cWjpahd flTr;nrhy;iy gad;gLj;jp cq;fs; Wi-Fi ,izg;Gf;fis ghJfhf;fTk;.  

flTr;nrhw;fs; kw;Wk; ,iza Mjhur;rhd;Wfs;(credentials)

!Gfhuspj;jy; kw;Wk; cjtp

Nfhg;Gfs;(files) kw;Wk; jfty;fs;

kpd;dQ;ry;fs;> FWe;jfty;fs; kw;Wk; tiyj;js cyhty;.

fzpdpfs;> ifalf;f njhiyNgrpfs; my;yJ kbf;fzpdpfs;(tabs)   
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